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(54) CONTENTS DELIVERY SERVER AND DETECTION DEVICE 

(57)Abstract: 

PROBLEM TO BE SOLVED: To estimate or specify a user or equipment used which are 
related to illegal copying. 

SOLUTION: When a contents delivery request is issued from a user via a communication 
network 30, a contents transmitting means 1 7 authenticates the user, and at determining that 
the user is listed up as a suspected user, by referring to a suspicious users list storage means 
19, transmits duplicated contents exclusive of the user added with a watermark, including a 
user identifier for identifying the user. When the user is not listed as being a suspected user, 
the contents transmitting means 17 transmits duplicated contents added with a watermark 
including a proper duplication identifier, and records a user identifier for identifying the user 
and the duplication identifier added to the transmitted duplicated contents as a pair in a 
distribution record preserving means 50. 
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[What is claimed is : ] 
[Claim 1] 

A contents server comprising: 

an identifier adding section that adds a user identifier, 
which identifies a user, who uses a content, or a utilization device 
identifier, which identifies a device, to contents corresponding 
to content data or a computer program; and 

a content transmission section that transmits the content 
with the user identifier or the utilization device identifier added. 
[Claim 2] 

A contents server comprising: 

an identifier adding section that adds replication 
identifiers, each which identifies each of multiple replicated 
contents, to the multiple replicated contents corresponding to 
content data or computer programs; 

a content transmission section that transmits the replicated 
content with the replication identifier added; and 

a distribution record storage section that records, as a pair, 
a user identifier, which identifies a user as a destination of the 
replicated content, or a utilization device identifier, which 
identifies a utilization device, and the replication identifier 
added to the replicated content. 
[0011] 

[Embodiment of the Invention] 
[First embodiment ... FIG.l] 

FIG.l shows a first embodiment of a content distribution 
system of this invention. 
[0012] 

The content distribution system of this invention is composed 
of a content distribution server 10 on a content distribution side, 
a utilization device 20 on a user side, a communication network 30 
such as the Internet that performs communication between the content 
distribution server 10 and the utilization device 20, and a user 
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detection device 40 on the content distribution side. 
[0013] 

In the first embodiment, the content distribution server 10 
includes a content creation section 11, a content storage section 
13 , a watermark adding section 15 , and a content transmission section 
17, and the user detection device 40 includes an identifier 
extraction section 4 1 . 
[0014] 

The content created by the content creation section 11 of the 
content distribution server 10, that is, data or a computer program 
such as image software, music software, game software, etc., is 
stored in the content storage section 13 . It should be noted that 
the content creation section 11 does not always have to be provided 
in the content distribution server 10, and content may be created 
by an external unit of the content distribution server 10 and the 
created content may be stored in the content storage section 13 in 
the content distribution server 10. 
[0015] 

Upon reception of a content distribution request from a user 
(utilization device 20) via the communication network 30, the 
content transmission section 17 authenticates the user, reads the 
content requested by the user from the content storage section 13, 
adds a watermark, which includes a user identifier that identifies 
the user, to the content using the watermark adding section 15, and 
transmits the resultant content to the user. 
[0016] 

The utilization device 20 is an information terminal, such 
as a personal computer, PDA (Personal Digital Assistants) , a 
cellular phone, etc. , that receives distributed content, downloads 
the distributed content, and processes the downloaded content. If 
the distributed content is image software or music software, the 
utilization device 20 displays the image on a display and outputs 
music from a speaker, an earphone, etc. If the distributed content 
is game software, the user can play a game using the utilization 
device 20. 
[0017] 
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There is a possibility that the content downloaded to the 
utilization device 20 will be illegally copied. However, when a 
person, who will protects a right of content, finds out content 
having suspicion of an illegal copy, he/she can specify a user, who 
is suspected of making an illegal copy, using the user detection 
device 40. 
[0018] 

In other words, the user detection device 40 specifies the 
user, who is suspected of making an illegal copy, by extracting a 
user identifier from content 1 having suspicion of an illegal copy, 
which will be recorded on a recording medium and transmitted, using 
an identifier extraction section 41. 
[0019] 

As mentioned above, according to this embodiment, it is 
possible to specify the user, who is suspected of making an illegal 
copy. Unlike the conventional method in which a watermark is added 
to content in reproducing the content by a reproduction device, this 
embodiment can specify the user, who is suspected of making an 
illegal copy, even when a key for using the content is illegally 
obtained or a copyright protection function of the utilization 
device 20 is nullified. 
[0020] 

(Other examples) 

The aforementioned example shows the case in which the user, 
who made a request for content distribution, is authenticated and 
the watermark, which includes the user identifier that identifies 
the relevant user , is added to the content . However , the utilization 
device 20, which made a request for content distribution, is 
authenticated and the watermark, which includes the utilization 
device identifier that identifies the relevant utilization device 
20, may be added to the content. 
[0021] 

Moreover, the content transmission section 17 may be 
configured in such a way that the watermark, which includes the user 
identifier or utilization device identifier, is added to content 
without performing explicit authentication by the watermark adding 
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section 15 and the content is coded to be decoded with a key that 
the relevant user possesses, and the result is transmitted to the 
relevant user. 
[0022] 

Still moreover, the user identifier or utilization device 
identifier may be added as a header instead of the watermark, with 
a coded message or a plain text. However, in this case, if a user, 
who will make an illegal copy, has some degree of technique, there 
is a possibility that the user identifier or the utilization device 
identifier will be deleted on copying. In view of this point, it 
is preferable that the content be added as the watermark as in the 
aforementioned example. 
[0023] 

[Second embodiment ... FIG. 2] 

FIG. 2 shows a second embodiment of a content distribution 
system of this invention. 
[0024] 

The content distribution system is the same as that of the 
first embodiment in terms of the point that the system is composed 
of the content distribution server 10, the utilization device 20, 
the communication network 30 and the user detection device 40. 
[0025] 

In the second embodiment, the content distribution server 10 
includes a content creation section 11, a content storage section 
13, a content transmission section 17, and a distribution record 
storage section 50, and the user detection device 40 includes an 
identifier extraction section 41, a user collation section 42, and 
a distribution record storage section 50. The distribution record 
storage section 50 is shared with the content distribution server 
10 and the user detection device 40. 
[0026] 

In this embodiment, each content is replicated into multiple 
contents by the content creation section 11 of the content 
distribution server 10, content replication identifiers, which 
identifies with each other, are allocated to the respective 
replicated contents, and the watermarks, each including the 
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replication identifier, are added thereto by the watermark adding 
section 12, and the respective replicated contents are stored in 
the content storage section 13. It is preferable that no overlap 
of replication identifiers occur. 
[0027] 

Upon reception of a content distribution request from a user 
via the communication network 30, the content transmission section 
17 authenticates the user, selects a replication of the content, 
which is requested by the user and which has an appropriate 
replication identifier added and reads the selected content form 
the content storage section 13. Then, the resultant content is 
transmitted to the user. At the same time, the replication 
identifier added to the replicated content and the user identifier, 
which identifies the relevant user, are recorded, as a pair, on the 
distribution record storage section 50 . The replication identifier 
may be selected, for example, at random. 
[0028] 

In the user detection device 40, a user, who will protects 
the right of content, extracts a replication identifier from content 
1 with suspicion of an illegal copy, which will be recorded on a 
recording medium and transmitted, using the identifier extraction 
section 41. Moreover, the user refers to the distribution record 
in the distribution record storage section 50 based on the 
replication identifier using the user collation section 42, and 
detects a user identifier, which identifies a user (one or multiple 
users) , to which the replicated content with the replication 
identifier added was distributed, using the user detection device 
40. 
[0029] 

Therefore, according to this embodiment, it is possible to 
detect a user, who is suspected of making an illegal copy, and to 
specify the user. Furthermore, in this embodiment, the replication 
identifier is selected at random and the replicated contents with 
the replication identifier added thereto may be transmitted to the 
user at the content distribution time, resulting in a reduced load 
of the content distribution server 10 as compared with that of the 
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first embodiment. 
FIG. 2 

10: CONTENT DISTRIBUTION SERVER 

11: CONTENT CREATION SECTION 

12 : WATERMARK ADDING SECTION 

13: CONTENT STORAGE SECTION 

17: CONTENT TRANSMISSION SECTION 

20: USER DEVICE 

30: COMMUNICATION NETWORK 

50: DISTRIBUTION RECORD STORAGE SECTION 

40: USER DETECTION DEVICE 

41: IDENTIFIER EXTRACTION SECTION 

42: USER COLLATION SECTION 

USER IDENTIFIER 
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